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Simplifying Cyber Risk Management..

Purvashare E-voting Website POC Document

1. Email Spoofing

Affected URL: https://uat-evoting.purvashare.com/

It is observed that emails originating from the domain (e.g., evoting@purvashare.com) can be spoofed
due to the absence or misconfiguration of email authentication controls. During testing, the domain’s
DMARC policy was found to be missing or not enforced, and a spoofed email was successfully sent
impersonating the same email address to a user without being rejected or flagged. This indicates that
necessary protections such as DMARC, and potentially SPF and DKIM, are not properly implemented,
allowing unauthorized parties to send emails that appear to originate from the legitimate domain.

Step I: Identify and copy the target email address (e.g., scrutinizer email) used by the application.
Step Il: Verify the DMARC configuration for the target domain using online tools or DNS lookup.
Step Ill: Observe that the domain does not have a properly configured DMARC policy.

Step IV: Using an email spoofing tool, send a spoofed email using the target domain as the sender
address.(Refer to Fig. 2.1 to 2.4)
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2.No Rate Limit

Affected URL: https://uat-evoting.purvashare.com/accounts/forgot-password

It is observed that the application does not implement rate limiting on the OTP verification functionality.
Multiple invalid OTP requests can be sent continuously using automated tools such as Burp Suite Intruder,
and upon submitting a valid OTP in a subsequent request, the application accepts the OTP and redirects
the user to the password reset screen without restricting the number of attempts.

Step I: Capture the OTP verification request and send multiple invalid OTP values using an automated
tool (e.g., Burp Suite Intruder).

Step II: Submit the valid OTP among the requests and observe that the application accepts it without
enforcing any rate limiting or account lockout, resulting in successful access to the password reset
screen.

purvashare.com

@ Purva e-Voting | Skip to main content 5
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Terms & Conditions Copyrights Hyperlink Policy Privacy Policy Security Policy

Purva e-Voting system Ver ; last updated: 23/03/2023 10:00 AM
Site last updated: 30/04/2023 05:00 PM
2 - All Rights Reserved — | website of Purva e-Voting, India.
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3. End-of-life Nginx Version in Use

Affected URL: https://uat-evoting.purvashare.com

It is observed that the application is using an outdated/end-of-life version of the Nginx web server. End-
of-life software versions no longer receive security updates, bug fixes, or vendor support, which may
expose the server to publicly known vulnerabilities and security weaknesses.

Step I: Identify the nginx version from the server response headers using Burp Suite or browser
developer tools.

Step IlI: Verify the identified version on the EOL website and observe that it is unsupported. (Refer to Fig.
6.1&6.2)
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4.Credentials in Cleartext
Affected URL: https://uat-evoting.purvashare.com/

It is observed that the username and password are transmitted in clear text within the request
payload. The credentials are visible in plain text when intercepted using tools like Burp Suite,
indicating the lack of proper encryption.

Step I: Log in to the application and intercept the authentication request using a proxy tool (e.g., Burp
Suite) or browser developer tools.

Step Il: Observe that the credentials (username and password) are transmitted in cleartext within the
request instead of being securely encrypted. (Refer to Fig. 7.1 & 7.2)
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5. Outdated and vulnerable Components in Use
Affected URL: https://uat-evoting.purvashare.com/

It is observed that the application is using outdated and potentially vulnerable third-party
components, including jQuery version 3.6.0, DataTables version 1.10.23, Nginx version 1.14.0, and
Bootstrap version 4.3.1. These versions are no longer up to date and may contain known security
vulnerabilities, missing security patches, and lack support for modern security mechanisms. The use
of such outdated components increases the risk of exploitation, including but not limited to cross-site
scripting (XSS), security misconfigurations, and exposure to publicly known vulnerabilities.

Step I: Access the application and analyze it using browser developer tools or technology
fingerprinting tools (e.g., Retire.js, Wappalyzer) to identify outdated and vulnerable components in
use.(Refer to Fig. 8.1 to 8.4)
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6.Server Version Disclosure
Affected URL: https://uat-evoting.purvashare.com/

It is observed that the application discloses the server version information in HTTP response headers,
specifically revealing the use of Nginx version 1.14.0. This information disclosure allows an external
user to identify the exact server software and version in use, which is outdated and may contain
known vulnerabilities.

Step I: Access the application and intercept any request using browser developer tools or a proxy tool
(e.g., Burp Suite), then observe the response headers revealing the server version i.e, nginx
version.(Refer to Fig. 9.1)
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7. Cookie Path Set to Root

Affected URL: https://uat-evoting.purvashare.com

It is observed that the application sets the cookie path attribute to the root directory (/), making the
cookie accessible across the entire application. This configuration allows the same cookie to be sent with
requests to all paths within the domain, rather than restricting it to only the specific application context
where it is required. Such a broad scope increases unnecessary exposure of sensitive session cookies.

Step I: Access the application and inspect the cookies using browser developer tools or a proxy tool (e.g.,
Burp Suite), then observe that the Path attribute of the cookie is set to “/”, making it accessible across the
entire application. (Referto 11.1)
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